
Learnings from a real-life application
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In multi-tenant software architecture — also called software 
multitenancy — a single instance of a software application
(and its underlying database and hardware) serves multiple 

tenants (or user accounts)

- IBM
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• To lower costs

• To make the barrier of entry for your product lower
by eliminating infrastructure setup from the equation

• To make it easier to aggregate data
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• In our approach, tenant-based permissions are
the core of the logic;

• Custom permissions allow us to filter items in
a collection based on the tenant assigned to the
requesting user and the requested item.
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Data security

Complexity



• Guaranteeing uniqueness across tenants

• Tenancy outside of Directus

• ...
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• ...

• Keeping permissions up to date

• Role-based vs. User-based tenancy

• ...
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• https://github.com/directus/directus/discussions/3987

• https://github.com/directus/directus/discussions/10902

• https://www.ibm.com/topics/multi-tenant

• https://www.youtube.com/watch?v=ruzkqxDIG-Y

• https://en.wikipedia.org/wiki/Multitenancy

• https://github.com/directus/directus/discussions/9682

• https://github.com/directus/directus/discussions/2687
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• Setup a “Tenants” collection

• Add `tenant` field to collections

• Add `tenant` field to users

• Add at least one role for which you can set its permissions

• Update the permissions to limit access to content by checking
if the tenant of the requested item matches that of the requesting user
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